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Abstract of the contribution: This contribution proposes a method of how a V2X UE can attach to a network without revealing its IMSI.
Introduction
V2X services support has a requirement that the system shall support the vehicle UE being able to attach to the network without being identified by the network. It should be noted that this is a system requirement in the sense that the procedure will be optional to use, e.g. as needed in a regulatory environment that requires such privacy. The basic idea of the solution is to hide the real IMSI of the subscriber by encrypting it with a public key of the HSS. This key is made available to the UE when it gets authorised to use a particular network for V2X services.
Description of the proposed solution
The section describes the changes that are made to regular LTE working in order to hide the IMSI from the serving network and also provides the rationale for these changes. The actual changes are detailed in the pCR.

The proposed solution can work with two different deployment models. The first one is where there is a specific subscription for accessing the V2X service that requires the IMSI to be hidden from the serving network.  In this case the deployment and operation of the HSS containing the V2X subscription information is separated for the network operation, so in effect the V2X subscription is always roaming and the subscription handling entity only needs to run an HSS.
The second scenario is where the normal mobile operator’s subscription is used for access to the V2X service. The difference here is that a virtual HSS is inserted into the path of request AVs in order to hide where in the network the actual IMSI is used. The virtual MNO’s HSS also provides all the other HSS functions to the MME. 
There are essentially three changes made to the operation of the LTE network in order to hide the IMSI from the serving network. These changes are detailed below:
1. Encrypting IMSI used at attach: Clearly the UE cannot send its own IMSI in the clear to the network at Attach Request. The proposal is to encrypt the IMSI with the public key of the HSS and have this value transparently passed onto the HSS by the MME. The MME knows which HSS to use either because the presence of the Encrypted IMSI IE or by a default IMSI value inserted by the UE (the appropriate approach here is not really an SA3 decision and should be left to other groups). The UE gets the public key of the HSS during the authorisation procedures with the V2X Control Function. A default IMSI value can be supplied at the same time if needed. 
2. Encrypting the AV: In effect, an AV can be used to identify whether a particular mobile is receiving the challenge, i.e., a mobile with the correct subscription in will respond with either a RES or an AUTS while the other mobiles will respond with an authentication failure message.  Furthermore in the second scenario, when the home operator provides the AVs to authenticate the UE, it will know be able to bind the AV to a particular subscription. The method of encrypting the AVs involves the UE sending encryption keys along with the encrypted IMSI to HSS (via the MME) in the attach procedure. The HSS encrypts the AV using these keys. In effect this method binds the AV to a particular attach and hence breaks any long term link with the UE’s IMSI, i.e. if used in a different attach procedure the AV will result in an authentication failure.
3. Providing an IMSI from the HSS to use during attach: The final change is that the HSS provides the MME with an Attach IMSI to use while the UE is attached. The supplied IMSI points to the HSS and hence the MME can run all its procedures as normal using this IMSI. 
Proposal

It is proposed that SA3 approve the below pCR for inclusion in TR 33.885.
pCR
6.X
Solution using encrypted IMSI to proven MNO identifying the UE 

6.X.1
Security requirements addressed 

This solution addresses Key Issue #7 "Vehicle UE privacy ". In particular it addresses the requirement to hide the identity of the subscription from the MNO. 
6.X.2
Solution details
Editor’s Note: This solution depends on the response by SA1 to S3-160789. It should be reviewed based upon that response.
6.X.2.1
Overview
The proposed solution requires the following three changes from the regular LTE attachment and authentication.
1.
Encrypting IMSI used at attach: Clearly the UE cannot send its own IMSI in the clear to the network at Attach Request. The proposal is to encrypt the IMSI with the public key of the HSS and have this value transparently passed onto the HSS by the MME. The MME knows which HSS to use either because the presence of the Encrypted IMSI IE or by a default IMSI value inserted by the UE. The UE gets the public key of the HSS during the authorisation procedures with the V2X Control Function. A default IMSI value can be supplied at the same time if needed.
2.
Encrypting the AV: In effect, an AV can be used to identify whether a particular mobile is receiving the challenge, i.e., a mobile with the correct subscription in will respond with either a RES or an AUTS while the other mobiles will respond with an authentication failure message.  Furthermore in the second scenario, when the home operator provides the AVs to authenticate the UE, it will be able to bind the AV to a particular subscription. The method of encrypting the AVs involves the UE sending encryption keys along with the encrypted IMSI to HSS (via the MME) in the attach procedure. The HSS encrypts the AV using these keys. In effect this method binds the AV to a particular attach and hence breaks any long term link with the UE’s IMSI, i.e. if used in a different attach procedure the AV will result in an authentication failure.
Editor’s Note: The encrypted IMSI should appear random.

Editor’s Note: The impact of DoS attacks on the HSS are FFS.
Editor’s Note: More explanation on whether the complexity of encrypting the AV is worthwhile is needed. In particular, a roaming network can not link an unencrypted AV directly to an IMSI, but may use such an AV to check for the presence of a particular IMSI by trying to authenticate the UE with the AV and checking the UE’s response.
3.
Providing an IMSI from the HSS to use during attach: The final change is that the HSS provides the MME with an Attach IMSI to use while the UE is attached. The supplied IMSI points to the HSS and hence the MME can run all its procedures as normal using this IMSI.
Two different deployment models are covered as described below.
Editors’ note: The LI implication for both deployment models are FFS.
6.X.2.2
HPLMN issuing the V2X subscription

6.X.2.2.1
Details of use case

In this use, a specific HPLMN issued V2X subscription is used to access the LTE network for the purposes of V2X services that require privacy from the serving MNO. The HMPLN runs a HSS for these subscriptions and is the home operator for the subscriptions.
6.X.2.2.2
Attachment flows
The following figure shows the UE attaching to the network for V2X services that require privacy from the serving operator. After the flows everything proceeds as normal LTE. 
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Figure 6.X.2.2.2-1: Attach flows using an encrypted IMSI, V2X MNO subscription
1. UE is authorised to use V2X service requiring network attachment on V3 interface. UE receives public key of V2X MNO’s HSS during this process. The UE may use a regular LTE attach (i.e. sending IMSI) to enable access to the V2X Control Function.
2. UE generates a fresh AV_Key (that will be used to protect the AV) and encypts both IMSI and AV_Key using the public key of the HPLMN HSS.
3. The UE sends an Attach Request message that includes the encrypted IMSI and AV_Key. It also include the MCC and MNC of its HPLMN.
4. MME requests an AV from the HPLMN HSS (using the MCC and MNC received for the UE to rout the message to the correct HSS). It includes the encrypted IMSI and AV_Key received in the Attach Request. 
5. HPLMN HSS decrypts the received encrypted IMSI and AV_Key

6. HPLMN HSS generates a new AV for the IMSI
7. HPLMN HSS protects AV using the provided AV_Key. The encryption is done in such a way that the AV still has the form RAND, AUTN, XRES and KASME so it can be treated as a regular AV by the MME. 
8. HPLMN HSS selects an Attach-IMSI to assign to this attachment and sends both this Attach-IMSI and protected AV to the MME. The Attach-IMSI has identical format to a real IMSI and allows the MME to perform all the functions that require an IMSI when serving the UE. The selected Attach-IMSI should be different for each attachment of a particular UE 

9. MME stores received Attach-IMSI and uses this for this attachment and authenticates the UE using received protected AV

10. UE recovers original RAND and AUTN from ones sent by MME and gets KASME and RES from the USIM as normal LTE operation. Before using KASME and RES, the UE protects them in the same way as HPLMN HSS did.
In addition to the above, the UE never sends its IMEI to the network when attached for privacy respecting V2X services. The MME should also not request the IMEI in these cases. 
6.X.2.3
Regular subscription 
6.X.2.3.1
Details of use case
In this case a regular subscription can be used. But rather than the serving MME contacting the HMPLN’s HSS, it contacts a V2X VMNO’s HSS for all the HSS functions it needs (exactly as in the first use case above). Unlike the first use case where the contacted HSS can generate the AVs for the subscriber, the AVs are fetched from the Home MNO. The V2X VMNO’s HSS in effect hides the real IMSI from the MME and also prevents the UE’s HPLM HSS from knowing where the UE is registering. This V2X VMNO’s HSS does this in exactly the same way as the V2X MNO in the first use case. From a deployment and required changes to LTE perspectives, the second use case can be seen as a simple extension of the first case.
6.X.2.3.2
Attachment flows
The following figure shows the UE attaching to the network for V2X services that require privacy from the operator. After the flows everything proceeds as normal LTE.
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 Figure 6.X.2.3.2-1: Attach flows using an encrypted IMSI, regular subscription
The following provides the details of the flow.  

1. Same as 1 in 6.X.2.2.2.1 except it is the public key of the V2X VMNO HSS that is received
2. Same as 2 in 6.X.2.2.2.1 
3. The UE sends an Attach Request message that includes the encrypted IMSI and AV_Key. 
4. The MME requests an AV from the V2X VMNO HSS . It includes the encrypted IMSI and AV_Key received in the Attach Request.  
Editor’s note: It is FSS how the AV request is routed to the V2X VMNO’s HSS.
5. Same as 5 in 6.X.2.2.2.1 except HPLMN is replaced by VMNO
6a. V2X VMNO HSS requests an AV for the IMSI (i.e. it acts like an MME towards the Home HSS)
6b.Home HSS sends an AV to the V2X VMNO HSS
7. Same as 7 in 6.X.2.2.2.1 except HPLMN is replaced by VMNO
8. Same as 8 in 6.X.2.2.2.1 except HPLMN is replaced by VMNO 
9. Same as 9 in 6.X.2.2.2.1 
10. Same as 10 in 6.X.2.2.2.1
6.X.2.4
Changes from legacy LTE

6.X.2.4.1
Changes for V2X MNO subscription 

The following provides the list of changes that are required to support the solution described in subclause 6.X.2.2:
UE impact

Encrypt IMSI and AV_Key with public key of HSS

Include the above in Attach Requests in new IEs

Decrypt RAND and AUTN from Authentication Request message

Encrypt RES and KASME
Never send IMEI when attaching with V2X privacy enabled 

MME impact

Receive Encrypted IMSI and AV_Key in Attach Request

Include these in request for AVs to the V2X MNO HSS, which is determined due to presence of encrypted IMSI IE

Editor’s Note: It is FFS if more than one V2X MNO HSS needs to be supported. If so, then it is needed for the V2X Control Function to provide the HSS address/identity (e.g. PLMN identity) at the authorisation step.

Receive Attach-IMSI along with AV

Use Attach-IMSI as the IMSI for this UE

Never request IMEI when UE attaches this way

HSS impact

Receive Encrypted IMSI and AV_Key in the request for AVs
Decrypt IMSI and AV_Key
Protect AV

Generate Attach-IMSI and manage relationship with real IMSI

Include Attach-IMSI with AV response
6.X.2.4.2
Changes for regular subscription 
For the regular subscription use case, the changes for the V2X MNO subscription apply plus the following one:
V2X VMNO’s HSS needs to act like an MME to fetch AVs from the UE’s HPLMN HSS
In particular, no further changes are needed for the UE, MME and UE’s HPLMN HSS. 
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